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Chairman Freedman submitted the following report after the meeting:
AGENDA

1. Annual Internal Audit Plan/Risk Assessment: Teresa Viscariello: Internal Auditor Viscariello presented
the committee with her report on the City’s Risk Assessment based on Risk identification, measurement
& priority. Risks were identified in areas including cash management, procurement, accounts payable,
and Board of Education, and then audits were proposed in these areas relating to both their risk
assessment and the ability to perform the audit at this time. In response to a question from Chairman
Freedman, the proposed Audit Plan was created by meeting with key managers and reviewing the latest
City CAFR ( as of June 30, 2013), noting that other possible audits would be set-up pending the results
of the FY ended June 30, 2014 annual audit. Chairman Freedman asked if the Internal Auditor was
satisfied that a sufficient net was cast to include all areas of significance for audit determination, noting
that his scoring system was based on the amount of dollars involved. Ms. Viscariello assured the
Committee that this was the case and invited their input on other audit areas which she promised to
include. The Committee thanked Ms. Viscariello for her diligence and adjourned this meeting at 6:20
PM (also, see ‘Fiscal 2014-15 Internal Audit Plan’, attached).

The Audit Committee of the Board of Finance conducted a meeting for the above stated purpose at the Stamford
Government Center on Thursday, November 13, 2014 from 5:30-6:20 PM.

Richard Freedman, Audit Committee Chair Gerald Bosak, Jr./John J. Louizos, Members
cc: Mayor David Martin David Yanik, Controller

Michael Handler, Director of Administration Ernie Orgera, Director of Operations

Kathryn Emmett, Director of Legal Affairs Karen Vitale Asst. Controller

Lou Casolo, City Engineer Beverly Aveni, City Purchasing Agent
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Presented to the City of Stamford Audit Commiltee
Fiscal 2014-2015 Internal Audit Plan

Teresa Viscariello, Internal Auditor
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November 13, 2014

Mr. Richard Freeman, Chaiman

Mr. John Louizos, Audit Committee Member
Mr. Gerald Bosak Jr., Audit Committee Member
Board of Finance Audit Committee

City of Stamford

Stamford Government Center

888 Washington Boulevard, Fourth Floor
Stamford CT, 06904-2152

Dear Mr. Freeman,

| hereby respectfuily submit the enclosed 2014-2015 Internal Audit Plan (the Plan) for
the consideration and approval of the City of Stamford Board of Finance's Audit
Committee. This Plan is for the period July 1, 2014 through June 30, 2015.

The role of an intemal auditor as defined by the Institute of Intemal Auditors is as
follows: “Intemal auditing is an independent, objective assurance and consulting activity
designed to add value and improve an organization's operations. It helps an
organization accomplish its objectives by bringing a systematic, disciplined approach to
evaluate and improve the effectiveness of risk management, control, and govemance
processes.”

This responsibility of the intermal auditor is to serve the City in a manner that is
consistent with the standards established by the internal audit community.

This audit plan is designed to be used as a planning tool and will continue to evolve in
accordance with the City's needs and objectives. Circumstances may arise that may
alter this set of audit priorities. In addition, audits may be performed in response to
future events or on an “ad hoc basis” in that they are not specifically identified in this
Plan. In the event this does occur, necessary adjustments will be communicated to the
Audit Committee in a timely manner.

If you have any further question/comments or would like to discuss any aspects of the
Plan, please contact me at 203-977-4700.

Respectfully submitted,

Teresa Viscariello, Internal Auditor

cc: Michael Handler, Director of Administration
David Yanik, Controlier
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Overview of Internal Audit Risk Assessment Process:

Risk Assessment developed a structured risk assessment methodology based up three

steps:

1. Risk Identification
2. Risk Measurement (Scoring)
3. Risk Prioritization (Ranking)

1. Risk identification {Top/Down approach):

A broad general risk assertion was identified that addressed applicable risks across
muitiple organizations throughout the City of Stamford.

CFM

- Timing of cash inflows does not match cash outflows

REVM

- Revenue processes and controls do not ensure that amounts received
from taxpayers and others for City services are maximized

EXPM

- Expenditure processes and controls do not ensure that amounts paid
are minimized / competitively determined

EXPMCAP

- Expenditure processes and controls relating to capital projects do not
ensure that amounts paid are minimized / competitively determined or
that available capital project funding is applied as efficiently as possible

FINREP

- Policies, procedures, information systems, and control activities do not
ensure timely and accurate financial records on which to base financial
reports and related financial disclosures

HRIT&A

- Policies and information systems do not ensure that applicable state
and federal labor laws are adhered to or that amounts paid for labor
and benefits are in compliance with applicable agreements and are
minimized

ETH/IGOV

- Policies, procedures, and information systems do not ensure that City
ordinances, statutes, and other codes of conduct are adhered to

The following type of risk categories that were considered in the development of the
City’s intemal risk identification:

» Operational Risk - Impairment of the ability to carry out day-to-day operations of

the City.

» Compliance Risk - Failure to comply with laws, regulations and intermal policies

designed to safeguard the City.
>» Financial Risk - Loss or risk of loss of financial resources or assets.
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» Reputational Risk - Risk that public image or reputation of the City or one or
more of its representatives are damaged by actions of a unit or individual
connected with the City.

Next, a more specific risk assertion was developed through the contributing factors
such as;

=  Conducting various meeting with key senior level management discuss ongoing
and routine dialogue with key departmental management to identify specific
issues, gaps or concems in department coverages.

= Reviewing individual departments, functions, on fund financial documents
identifying certain overages or trends in actual versus budgeted amounts.

= Reviewed the City's 2013 management letters on matters of significant
deficiencies in intemal controls.

2. Risk Measurement {Scoring) Weight Factor:

The above risk assertions were then scored based on their likelihood and significance
impact the strength of any mitigating/monitoring controls, and the related govemance.
An overall risk ranking is shown in Exhibit A “Draft” Intemal Audit Risk Matrix and
Assessment.

% Significant impact — based on a conservative materiality factor of 5% of 2013 City
of Stamford Comprehensive Annual Financial Report (CAFR) for each risk.

% Strength of mitigating/monitoring controls- based upon a system in place that
monitors and is regularly updated at least annually for each risk.

% Govemance- based on required approvals that may be required by the applicable
Boards or Committees for each risk.

A weight factor of 1 (lowest) to 10 (Highest) was developed and the scores were
muitiplied together to obtain the total score for each risk.

3. Risk Prioritization {(Ranking):

Once the total scores were calculated the risks were then sorted from highest to lowest
according to their respective scoring and then ranked in Exhibit B “Draft” Intemal Audit
Risk Ranking.

The proposed Intermal Audit Plan Projects for Fiscal 2014/2015 were identified and
developed from the ranked list in Exhibit C “Draft” Fiscal 2014/2015 Intemnal Audit Pian.
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City of Stamford - EXMIBITC
Internal Audit Plan 2014/2015 (DRAF F) .
As of June 30, 2014 and forward "6?’?‘”5; A }}g
Completed
Specific Planned % of internal
Project# Project Title Risk ID # Task [Ongoing ProjectsiTasks Estimate (Am)w Audit Plan
2014.01 Data Mining of Accounts 1 1 interview key purchasing personnel, obtain procedure documents, walk
Payabli through processing invoices for check payment process, review vendor
setup, review accounts payable approval process on check process dates. 16.00 0.00
2 Internal Audit manager to run from Cognos system reports of general
ledger detail for the following; 1.) All vendor file 2.) Account Payable 750 0.00
by check run for 2 fiscal years 2013/2014 3.) One time vendor file ’ ’
™ b
(Kl g PPors
/i el b 77 3 [internal Audit to design testing and perform data mining testing. 800 )
AP ng 0.00
ndins? 4 Selected research items from data mining results and gather support 37.50 0.00
documentation ) :
5  [Create report of findings and recommendation to audit committee for
project 2014 #1 (1,2,3.4) 4.00 0.00
i LK subtotai 73.00 0.00 4.0%
2015.01 Spot Audit - Resident Trust 9 1 Smith House Resident (Patient) Trust Fund 4 XA e 30.00 0.00
Fund ‘pét‘ o b Y f N
! v%w iw e 2 |[Create report of findings and recommendat;on to audit committee for 150 000
g L g i project 2015 #1 (1) ‘
subtotal 31.50 0.00 1.7%
2015.02 BOE Procurement Policies 12 1 BOE possible lack of coordinated approach to compliance with the city's
i } I &  |and Procedures o purchasing ordinances. 52.50 0.00
! - Y
Qﬁiﬂ? V &i\ @ rt }W} s b ? 2 Create report of findings and recommendation to audit committee for
R s project 2015 #2 (1) 300 0.00
chid il & BSE e ot e subtota! §5.60 0.00 3.0%
2015.03 City’s Procurement Policles 13 1 City's use of excess usage of "Bid Waiver” procurement process. 105.00 0.00
and Procedures 2 Create report of findings and recommendation to audit committee for
project 2015 #3 (1) 3.00 0.00
subtotal 108.00 0.00 5.9%
2015.99 Adhoc Type A‘f"& . ; fond ’}’Liz e Adhoc Type Audits - Provide assessments by examining and evaluating
AL Pu o riij e b 1 |general fund non city environment and non-government agencies on 413.00 0.00
ichned M overall internal controls and financial positions.
subtotai 413.00 0.00 22.T%
2015.A Internal Audit Risk 1 jLong-term project for internal Audit to create both General and Specific
Assessment and Audit Plan Risk Assessment for City of Stamford. 180.00 0.00
)"%.§‘1% i“’ e 4 }L o
fg\ e vt 2%7;’“‘” }‘ﬂ How iy g
w&»ﬁﬁ}w\)f =
R S (LA “”}:g\"j“'k "
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City of Stamford

EXHIBITC

internal Audit Plan 2014/2015 (DRAFT)
As of June 30. 2014 and furward
Completed
Specific Planned % of internal
Project # Project Title Risk ID # Task [Ongolng Projects/Tasks Estimate (Agt;x;i)to Audit Plan
2 Long-term and ongoing project - Intemal Audit to develop Internal Control
questionnaires covering accounting areas of policies and procedures - 2000 0.00
Cash Control / Accounts Payabie / Procurement / Payrollf Grants etc. ' )
2015.8 Adoption of Document 1 Designated intemal Audit as Records Retention and Disposai Management
Retention Plan for Office of Officer for Office of Administration
Administration 40.00 0.00
2015.C Tle-out of the city's FYE 1 Tie-out of the city's FYE June 2014 CAFR and footnotes in conjunction with
June 2014 CAFR and the controliers office to supporting schedules.
subtotal 280.00 0.00 15.4%
Total Time Budgeted for identified Internal Audit Projects 861.00 0.00 52.7%
Estimated Available Hours (Excludes Leave & Holidays)]  1,822.50 0.00 100%
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City of Stamford gﬁmﬁ w 7 EXHIBITC
intemal Audit Plan 201472015 (DRAFT) |
As of June 30. 2014 and forward
Completed
Specific Planned % of intemal
Project # Project Title RiskiD# | Task |Ongoing Projects/Tasks Estimate (A;;wt:!)to Audit Plan
2015.04 City's Timek eeping and 17 1 Fire Department limekeeping of accumulated compensated absence 30.00 0.00
Attendance Processes and balances ) )
Approval 2 Ct:i:t; m of findings and recommendation 1o audit committee for 150 0.00
Police Department timekeeping process of accumulated compensated
3 37.50 0.00
absence balances
4 Create report of findings and recommendation to audit committee for 150 0.00
roject #4 (3) ubtotal 70 $0 0. 00
8 . X
2015.05 Grants Capital Funded 18 1 Grants Capital Funded Projects Processes 150.00 0.00
Projects Processes Create report of findings and recommendation to audit committee for
2 . 3.00 0.00
project #5 (1)
subtotal 153.00 0.00
2015.08  |Risk Management Workers 18 Workers compensation - Potential collection issue with obtaining
Comp 1 repayment from "active employee” undeducted benefits received for 3750 0.00
medical, dental. union dues etc.
2 Create report of findings and recommendation to audit committee for 150 0.00
project #6 (1) ‘ ‘
subtotal 39.00 0.00
2015.07 Human Resource Policy 16 1 Human Resource - Quarterly Review of HR Ceridian Data 15.00 0.00
and Procedures 2 jMonthly Review of HR Cendian Data 4.00 0.00
(Hiring/Termination) Create report of findings and recommendation to audit committee for
3 . 1.00 0.00
proiect #7 {(1.2)
4 [City of Stamford - Hiring Policy and Procedures 30.00 0.00
5 Create report of findings and recommendation to audit committee for 1.00 0.00
project #7 {4) ‘ '
6 City of Stamford - Termination Policy and Procedures 30 00 0.00
7 Create report of findings and recommendation to audit committee for 200 0.00
project #7 (6) " ’
subtotal 83.00 0.00
2015.08 City Cash Receipt Module 3 1 Cashier and Permitting 30.00 0.00
and Processes 2 Create report of findings and recommendation to audit committee for 200 0.00
project #8 (1) ‘ :
3 Tax Department 75.00 0.00
4 Create report of findings and recommendation to audit committee for 200 000
roject #8 (4) '
5  [Building Department 37.50 0.00
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City of Stamford

EXHIBIT C

Internal Audit Plan 201472015 (DRAFT)
As of June 30, 2014 and furward
Completed
Specific Planned % of internal
Project # Project Title Risk ID # Task |Ongoing ProjectsiTasks Estimate (Agt;::)to Audit Plan
6 Create report of findings and recommendation to audit committee for 200 0.00
project #8 (5) : :
7 Recreation Department 15.00 0.00
8 Create report of findings and recommendation to audit committee for 200 0.00
project #8 (7) i i
9  jLand Use Department 7.80 0.00
10 Create report of findings and recommendation to audit committee for 100 000
project #8 (10} i )
subtotal 174.00 0.00
2015.08 WPCA Cash Recelpt Module 7 1 WPCA Department 15.00 0.00
and Processes , [Create report of findings and recommendation to audit committee for 100 0.00
project #9 (1) : '
subtotal 16.00 0.00
2015.10 :VTQ, "W:d“gm:; 1" 1 |WPCA use of excess usage of "Bid Waiver" process 105.00 000
oficles a rocedures 2 Create report of findings and recommendation to audit committee for 150 0.00
project #10 (1) ’ )
subtotal 106.50 0.00
2015.11  |City's Code of Conduct 13 1 |City's departments adherence to "Code of Conduct” ordinances 52 50 0.00
Policy 2 Create report of findings and recommendation to audit committee for 2.00 0.00
project #11 (1) ’ )
subtotal 54.80 0.00
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City of Stamford

EXHIBIT C

internal Audit Plan 2014/2015 (DRAFT)
As of June 30, 2014 and forward
Completed
Specific Planned % of Internal
Project ¥ Project Title Risk ID # Task [Ongoing Projects/Tasks Estimate (Ag:;t) to Audit Plan
2015.12 Surpriss Audits 1 Spot audit on Parts Inventory Tool Evidence 2250 0.00
2 |Spot audit on Katrina Mygatt Recyciing Center 37.50 0.00
3 [Spot audit on Scofieldtown Road Recycling Center 37.50 0.00
4 | Spot audit on Scale House / Transfer Station 37.50 0.00
3
5 Spot audit - Cash receipt process with E.G. Brennan (Goif Course) 22.50 0.00
6 Create report of findings and recommendation to audit committee for 750 0.00
project #12 (1- 5) '
subtotal 165.00 0.00
Total Unscheduled Internal Audit Projects 861.50 0.00 47.3%
Total internal Audit Plan]  1,822.50 0.00 100%
Unassigned (Additional } Audit Hours 0.00
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